Copycat Websites and Online Services

Copycat websites that appear to be legitimate government services and departments are
regularly set-up by cyber criminals. They are designed to steal your personal data and
payment details or charge extensive handling fees for tasks that are normally free or can
otherwise be easily completed online using the actual relevant government website.

Cyber criminals often post fake links on social media or use sponsored ads and other
techniques to get their sites to appear in your Google or other search results when looking
for an official site covering: driving licences, passports, business grants, blue badges, etc.

Always use the gov.uk website portal to find the genuine HMG (UK) government service,
department or information you need.

gov.u

Other Phishing Sites

Similar techniques are used by cyber criminals to get you to visit fake but realistic logon
pages or phishing sites to obtain your passwords, personal information and payment
details. These may look identical to the genuine online store, social media site, payment
service, customer support page or account logon you would expect to see.

Avoid clicking links received via email, text message or social media unless you have verified
the source. Fake competitions, quizzes, surveys, discount vouchers and offers are also
popular methods used by criminals to get you to click on a link to a phishing site.

= Enable your browser (safebrowsing.google.com) or security software web-safe
(eg. Microsoft Edge SmartScreen) feature to help avoid known untrusted sites.

= Arudimentary but useful check using a domain/web address can be carried out on:
check.getsafeonline.org

= Report suspicious websites so they can be checked and removed:
ncsc.gov.uk/section/about-this-website/report-scam-website

For further cyber safety resources and advice contact:

CyberProtect@northants.police.uk Northamptonshire Police
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